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This questionnaire is to be used to assess security and legal issues surrounding cloud services under consideration for Orange County.  For this questionnaire, cloud services are any services requiring storage of County data outside the County network or provision of computing resources outside of the County network.
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Vendor under consideration: Click here to enter text.
Solution under consideration: Click here to enter text.
Department(s) served: Click here to enter text.

1. Who owns the data created by County personnel using this service? 
Click here to enter text.

2. Does the Cloud contractually allow the County to access and retrieve its data at the County’s discretion? 
Choose an item.

If No, Explain: Click here to enter text.

3. Is the Cloud provider contractually obligated to dispose, return or retrieve data in the event of contract termination? 
Choose an item.

If No, Explain: Click here to enter text.

4. Upon such provision of data, is the Cloud provider obligated to specify data format and all information necessary for data extraction? 
Choose an item.

If No, Explain: Click here to enter text.

5. Is the Cloud provider obligated to destroy all copies of County data, at the County’s request? 
Choose an item.

If No, Explain: Click here to enter text.

6. What are the Cloud provider’s obligation to the County in the event of confirmed or suspected data breaches? 
Click here to enter text.

7. Is the Cloud provider obligated to inform the County of all locations in which the data is stored (including backups) and to continually keep the County informed of any changes to those locations? 
Choose an item.

If No, Explain: Click here to enter text.

8. What are the Cloud provider’s contractual obligations with respect to litigation holds on County data? 
Click here to enter text.

9. What are the Cloud provider’s contractual prohibitions on disclosing data to individuals, groups or organizations making record requests, unless so directed by an authorized County official? 
Click here to enter text.

10. Does the contract obligate the Cloud provider to allow third-party audits and/or certifications related to infrastructure and security, including penetration testing and vulnerability assessment, as requested by the County? 
Choose an item.

If No, Explain: Click here to enter text.

11. Does the contract obligate the Cloud provider to allow third party onsite inspections of the Cloud provider’s infrastructure and security practices on a specified basis? 
Choose an item.

If No, Explain: Click here to enter text.

12. Does the contract obligate the Cloud provider to provide security documentation upon request by the County? 
Choose an item.

If No, Explain: Click here to enter text.

13. Does the contract obligate the Cloud provider to supply the County with the provider’s performance records, including access to daily and weekly service quality statistics? 
Choose an item.

If No, Explain: Click here to enter text.

14. Explain the contractually obligated service level parameters, minimum levels, specific remedies and penalties for non-compliance for: 
1) Uptime Click here to enter text.
2) Performance and response time:Click here to enter text.
3) Error correction time:Click here to enter text.
4) infrastructure and security: Click here to enter text.

15. Does the contractually defined Service Level Agreement define pertinent terms such as downtime, scheduled downtime, etc…?
Choose an item.

If No, Explain: Click here to enter text.

16. Does the contract specify minimum disaster recovery and business continuity requirements, including penalties for non-compliance, as discovered through onsite inspections, audits or actual disasters? 
Choose an item.

If No, Explain: Click here to enter text.

17. Does the contract require the cloud vendor to notify the County of any outsourced functionality and its provider? 
Choose an item.

If No, Explain: Click here to enter text.

18. What are the contractually required notification period for the County or the cloud vendor for termination of the cloud services?
Click here to enter text.

19. Describe how the County’s data will be stored, managed and archived. 
Click here to enter text.

20. Will the County’s data be stored and managed on a storage system with other data? 
Choose an item.

If Yes, Explain: Click here to enter text.

21. At what architectural point in the provider’s cloud facility will the County’s data be physically connected to networking equipment with non-County data? 
Click here to enter text.

22. What are the cloud provider’s information security policies?
Click here to enter text. 

23. What are the cloud provider’s incident management and reporting policies?
Click here to enter text. 

24. What is the process by which the cloud provider updates policies and informs customers? 
Click here to enter text.

25. What is the basic architecture of the cloud provider’s network security? (overall design, zones, filters, firewalls, VLANs, protocols, standards) 
Click here to enter text.

26. What security measures does the cloud provider use in data storage, transit and use? 
Click here to enter text.

27. What encryption technologies does the cloud provider use in data management?
Click here to enter text.

28. How are access rights managed by the cloud provider for their employees, contractors and other persons? 
Click here to enter text.

29. What methods does the cloud provider use to destroy information, when so authorized?
Click here to enter text.

30. What is the cloud provider’s patch management policy/methods? 
Click here to enter text.

31. How does the cloud provider defend against malware, including but not limited to viruses, bots, spyware, spam, phishing and pharming?
Click here to enter text.

32. What system hardening strategies are employed by the cloud provider? 
Click here to enter text.

33. How does the cloud provider perform security testing, including logging, correlation, intrusion detection, intrusion prevention, file integrity monitoring, time synchronization, security assessments, penetration testing?
Click here to enter text.

34. What technologies and methods does the cloud vendor provide for strong authentication?
Click here to enter text.

35. Provide any other comments and explanations:
Click here to enter text.
image1.jpeg




